ARTIFACT
EVALUATED

@ usenix

AVAILABLE

Beyond the Stars: Multimodal Detection of Scams on GitHub

Tillson Galloway, Kevin Valakuzhy, Manos Antonakakis, Fabian Monrose
School of Electrical and Computer Engineering
Georgia Institute of Technology

Abstract

The open-source software development ecosystem has be-
come a prime target for phishing and supply-chain attacks,
precisely because its openness encourages trust. Defenders
fighting these attacks operate in an environment where adver-
saries generate malicious artifacts at industrial scale, evade
signature-based detection through trivial mutations, and ex-
ploit delays inherent in community-driven labeling. This com-
bination produces sparse, biased ground truth and extreme
class imbalance—conditions under which conventional evalu-
ation pipelines break down. Unsurprisingly, many detection
systems that excel offline degrade sharply in real-world de-
ployments, limiting their impact against sustained campaigns.

We present OctoWatch, a multimodal machine learning sys-
tem for expanding detection of large-scale malicious source
code repositories under real-world operational constraints
while enabling rapid analyst pivoting through learned repre-
sentations. The system fuses natural-language representations
of repository metadata and file contents with structural em-
beddings of user—repository interactions and temporal activity
statistics. Evaluated on real-world datasets—including large-
scale secret-exposure attacks, prior threat-intelligence report-
ing, and a previously unreported phishing campaign—the
approach consistently outperforms prior baselines in both
precision and Matthews Correlation Coefficient (MCC). To
assess operational viability, we conduct an online deployment
that processes over ten million newly active repositories and
identifies 14,667 total malicious repositories absent from ma-
jor OSINT feeds. The system further enables discovery of
coordinated campaigns, including one activity cluster associ-
ated with $5.9 million USD in cryptocurrency transactions
on the Ethereum blockchain. Responsible disclosure of these
findings led to the takedown of thousands of malicious reposi-
tories, demonstrating that multimodal fusion enables scalable
detection of software-ecosystem abuse that systematically
evades existing community-driven defenses.

1 Introduction

Centralized open-source platforms (OSPs) that distribute soft-
ware artifacts and source code form a critical pillar of the
modern software development ecosystem. Recent estimates
indicate nearly 6.6 trillion package downloads per year, with
content volume growing rapidly—driven in part by the pro-
liferation of Al-generated code [38]. At this scale, manual
review and community reporting are no longer viable, forcing
platforms to rely on automated mechanisms to identify abuse.

This combination of massive scale, limited human over-
sight, and automated trust signals has made open-source plat-
forms such as GitHub and npm high-value targets for phishing
and supply-chain attacks. Adversaries exploit repositories and
packages to impersonate trusted projects, distribute malicious
code, and conduct large-scale scams, attracted by free shared
hosting and the implicit legitimacy conferred by platform
scale and visibility [40, 41].

Empirical studies show that users systematically overesti-
mate the trustworthiness of open-source platforms, relying on
surface-level signals such as star counts and apparent commu-
nity adoption, and consequently applying weaker scrutiny to
hosted artifacts. Longitudinal studies confirm that attackers
deliberately exploit these ecosystems by mimicking popular
projects and manipulating visible metadata, capitalizing on
users’ routine execution of code and automated dependency
resolution [12, 18, 29, 32, 36]. This trust misalignment en-
ables malicious repositories and packages to spread widely
before detection [8]. Further, targeting software development
pipelines has been shown to be substantially more effective
than conventional web-based attacks when targeting software
developers [37]. Reducing user compromise requires shorten-
ing the timeframe in which malicious repositories and pack-
ages are available—at scale, this requires automated detection.

Despite years of effort by both the security community
and platform operators to address malware on platforms like
GitHub [16, 18, 32], a substantial gap remains between re-
search prototypes and deployable abuse detection. Existing
approaches often evaluate on small labeled datasets that are



not representative of GitHub at large, or exclude these threats
due to the high false-positive rates of network-based detec-
tion mechanisms against malicious samples that abuse shared
hosting providers [10]. Closing this gap requires that we de-
sign systems that work well under real-world deployment
constraints, including dealing with incomplete and ephemeral
ground truth, limited observability due to platform-imposed
rate limits, and aggressive deletion of content, all while pre-
serving high model quality under extreme class imbalance.

To this end, we develop an expressive multimodal machine
learning framework that integrates three complementary sig-
nal classes: natural language, graph structure, and statisti-
cal behavior. Natural-language features, implemented using
Transformer models [45], capture lexical patterns and seman-
tic intent in repository names and file contents. Graph-based
features, learned using a graph neural network (GNN), model
social relationships such as coordinated starring by compro-
mised or automated accounts. Statistical features capture tem-
poral and behavioral dynamics, including repository age, ac-
tivity bursts, and reputation growth over time. Together, these
modalities provide overlapping and mutually reinforcing sig-
nals that remain effective even when individual feature classes
are sparse, missing, or manipulated.

Using this framework, we explore the following questions:

¢ RQ1 (Real-World Effectiveness): How do multimodal
methods perform in malicious-campaign expansion and
analyst-driven pivoting tasks under real-world condi-
tions?

¢ RQ2 (Threat Coverage): What is the scope of the threat
activity that can be disrupted using these methods in
real-world scenarios?

* RQ3 (Engagement & Impact): How frequently do po-
tential victims engage with scams? What is the financial
impact of detected abuse on GitHub?

Our evaluation demonstrates that the system achieves
strong performance across multiple real-world scam and
supply-chain attack datasets, substantially outperforming
prior content-only and graph-only baselines under severe class
imbalance. In an online study considering 13.5 million repos-
itories, OctoWatch identified 14,667 previously unreported
malicious repositories at analyst-operable false-positive rates,
enabling earlier disruption of repositories involved in large-
scale phishing and malware campaigns. Beyond detection
performance, our analysis shows that these campaigns im-
pose substantial real-world harm, including widespread user
engagement with scam repositories, systematic reputation ma-
nipulation, and significant losses for victims.

In summary, this work makes the following contributions:

* We design and implement a multimodal framework to
expand coverage of malicious GitHub campaigns by

identifying related repositories at platform scale. Our ap-
proach integrates statistical activity signals, graph-based
interaction structure, and NLP-derived representations
of repository metadata and content.

We conduct the first large-scale, operationally grounded
evaluation of multimodal abuse detection on GitHub,
combining offline benchmarks with a 45-day online de-
ployment spanning millions of newly active repositories.

Our system uncovers 14,667 previously active scam
repositories, including a cryptocurrency scam campaign
associated with nearly $6 million USD in victim losses.
We disclose all of our findings to GitHub and the broader
security community.

We release the first large-scale GitHub phishing scam
dataset that preserves historic file contents, enabling re-
producible research and retrospective evaluation of scam
and malware distribution in open-source platforms.

2 Background

GitHub and the Open-Source Developer Ecosystem.
Open-source software is a foundational component of modern
software development workflows. The emergence of software
development repositories and package management systems
has fundamentally reshaped how developers build software,
enabling large-scale reuse of code, rapid experimentation, and
the discovery and dissemination of implementation patterns
and ideas [11]. These platforms allow developers not only to
forage online for reusable components [47], but also to adver-
tise and distribute high-quality code to a global audience.

GitHub is the most prominent example of such a platform.
It serves as a centralized hub for code collaboration and stor-
age, where developers host public and private code reposito-
ries. With millions of active projects, GitHub plays a central
role in enabling collaboration, version control, and code dis-
covery [11]—supported by advanced search and ecosystem
integrations. This centrality also places GitHub in a uniquely
sensitive position within the software supply chain: content
moderation decisions must balance abuse mitigation against
the risk of disrupting legitimate development workflows and
downstream users [44]. In particular, because GitHub-hosted
code is frequently consumed directly or indirectly as a de-
pendency in production systems, repository takedowns can
propagate availability failures across dependent software de-
ployments [34].

Multimodal Learning. Multimodal learning refers to ma-
chine learning systems that integrate heterogeneous sources
of information. Originally popularized in world-modeling
applications like vision—language and speech—text systems,



multimodal architectures have recently gained traction in net-
work security. Prior work has applied these techniques to net-
flow analysis [49], malware classification [20], and intrusion
detection [22], demonstrating their ability to capture com-
plementary signals that are difficult to model with a single
feature modality.

In this work, we consider three distinct modalities (i.e., nat-
ural language, graph-structured data, and statistical features),
which must be combined through a fusion step. Contemporary
multimodal systems typically rely on one of two fusion strate-
gies: (1) affine fusion layers, which learn linear interactions
among modality-specific feature embeddings, and (2) bilin-
ear fusion layers, which introduce cross-terms to explicitly
model pairwise interactions between features from different
modalities. Although bilinear fusion is more expressive, it
incurs a quadratic increase in computational cost versus affine
alternatives, making its use intractable at scale.

3 Related Work

A substantial body of work has examined the social and struc-
tural dynamics of open-source ecosystems. This includes
network-level analyses of developer interactions and trust
relationships [27], as well as studies of underground or oth-
erwise abusive communities operating within and around
open-source platforms [19, 41, 52]. Collectively, these efforts
motivate both the pervasiveness of abuse on platforms such
as GitHub and the suitability of graph-based techniques for
analyzing it. Our work builds on these insights but differs in
scope: rather than focusing solely on measurement or char-
acterization, we design and deploy an operational system for
large-scale abuse detection.

Table | summarizes prior work on malicious entity detec-
tion on GitHub, spanning commits [16], repositories [30, 31],
forks [4], and users [18]. As shown, a key limitation of ex-
isting evaluations is scale. Most studies rely on ground-truth
datasets containing on the order of 10° to 10° benign and
malicious repositories. In contrast, our analysis of GitHub
event activity logs shows that approximately 10° repositories
are modified per day, raising questions about the applicability
of these approaches to Internet-scale settings.

Several works have demonstrated strong performance using
specialized architectures for detecting specific abuse classes,
such as GitHub user bots [18]. While effective in their target
domains, such approaches are often tightly coupled to a single
attack type and do not generalize well across heterogeneous
abuse behaviors. Further, models vary in their consideration
of features derived from social network connections, file con-
tents, and temporal patterns. In contrast, we focus on archi-
tectures and feature representations that are compatible with
classical machine learning pipelines while still leveraging
deep representation learning. By combining social, content,
and temporal signals into natural language, graph-structured,
and statistical features, our model is more expressive than

prior approaches and better suited to expanding detection of
the campaign families evaluated in this work.

Finally, prior work has highlighted the important distinction
between repositories that are malicious and those created for
educational or demonstrative purposes [41, 44]. We build on
this distinction by explicitly separating detection from take-
down. Educational repositories—such as proof-of-concept
exploit code—are frequently repurposed for real-world at-
tacks [6] and therefore merit detection, even if they are not
themselves policy violations. In contrast, repositories hosting
scams should be removed promptly upon discovery. In this
work, we focus on the latter category. Educational repositories
are a major source of false positives for purely content-based
detection approaches; incorporating statistical and behavioral
features mitigates this issue to some extent.

4 Methodology

As noted earlier, detecting scams and other forms of malicious
content hosting on open-source software platforms requires
operating under a set of real-world constraints that funda-
mentally shape system design. Unlike offline or retrospective
analyses, production-scale detection systems must contend
with incomplete and ephemeral ground truth, limited observ-
ability due to platform-imposed rate limits, and extreme class
imbalance. Systems that ignore these constraints may achieve
strong offline performance but fail when deployed in practice.

Below, we describe the primary operational challenges that
motivate the design of our system.

Ground Truth Data. Effective modeling of heterogeneous
abuse behaviors requires representative and high-quality
ground truth. However, obtaining such data on GitHub is in-
herently challenging. Many malicious repositories are deleted
shortly after discovery, erasing both their contents and meta-
data. Moreover, GitHub hosts a wide range of abuse types,
each with distinct characteristics; unrepresentative or nar-
rowly scoped ground truth datasets can yield optimistic eval-
uation results while performing poorly on previously un-
seen threats. We address this challenge by modeling mul-
tiple classes of content-based abuse using datasets derived
from crowdsourced reports and human-led discovery of novel
threats. To support reproducibility and future research, we
release our original datasets to the community.

Rate Limiting and Observability. Even when ground truth
exists, the ability to observe relevant signals at scale is con-
strained by platform-imposed rate limits. Most prior work
on malicious entity detection on GitHub relies on patch-
level features—such as full file contents, commit diffs, or
line-level code changes. To remain deployable at scale, our
system is built around passive data and, when necessary, uses



Table 1: Comparison of ML-related research in GitHub safety. v indicates usage of feature class; X otherwise.

Social File Temporal
Paper Model Scope Type of Abuse Evaluation set Malicious set | Graph Contents Stats
GitCyber2020 [51] DNN Hosting Crypto scams 3,700 repos 1,500 repos v v X
Anomalicious2021 [16] Rules Supply chain ~ Malicious commits 115 repos 15 repos v v
Meta-AHIN2021 [31] GNN Hosting Covid scams 21,000 repos 7,000 repos v v X
SourceFinder2020 [32] NLP Hosting Scams/hacking tools 2,000 repos 820 repos X v X
CLA-HG2022 [30] GNN Hosting Covid/crypto scams 29,000 repos 11,000 repos v v X
Repo2Vec [33] Embeddings Hosting Hacking tools 1,000 repos 430 repos X v X
StarScout [18] Graph metrics | Reputation Star bombing 330,000,000 repos 19,000 repos v X v
Our Work | DNN |  Hosting Scams/exfiltration | 14,000,000 repos 24,000 repos | v v v
| @ Multimodal feature extraction (MMFE)
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Figure 1: Multimodal feature extraction and evaluation setup.

lightweight Git client operations that retrieve a small sub-
set of files (e.g., README.md). This design enables the use
of content-based features when available without sacrificing
scalability or violating platform rate constraints.

Model Quality Under Extreme Class Imbalance. Finally,
even with adequate data, observability, and resources, detec-
tion quality remains constrained by base-rate effects [3]. As
the number of inferences performed by a system increases,
even low false-positive rates can overwhelm operators [1].
For example, a model identifying malicious commits within
a corpus of 2.3 million commits per day at a 0.01 false-
positive rate would generate approximately 23,000 false alerts
daily—often far exceeding the number of true positives ob-
served in practice. In such environments, precision, stability,
and threshold calibration dominate traditional accuracy-based
metrics. We address this challenge through fine-grained eval-
uation and model selection strategies that explicitly account
for class imbalance and operational false-positive budgets.
Together, these constraints define the feasible design space
for Internet-scale scam discovery systems and directly shape
the architectural and modeling decisions underlying our ap-

proach. The resulting platform continuously ingests user,
repository, and package activity; extracts multimodal features
from heterogeneous data sources; and produces both a scalar
maliciousness score and a vector embedding for each reposi-
tory. These outputs support multiple operational workflows,
including automated blocklist generation as well as analyst-
driven threat hunting and investigation.

The system comprises four stages, illustrated in Figure 1,
that include event ingestion, feature extraction, multimodal fu-
sion, and prediction. The ingestion layer collects commit activ-
ity, repository creation events, starring behavior, and other so-
cial interactions from GitHub. For each repository, the system
derives natural-language, graph-based, and statistical features,
which are fused using a shallow neural network. The resulting
unified representation is then passed to a task-specific model
head, enabling either supervised classification or similarity-
based retrieval via nearest-neighbor search. We discuss those
specific steps in the following sections.



4.1 Multimodal Feature Extraction

Our multimodal design is a direct response to the operational
constraints of Internet-scale scam discovery. Reliance on any
single feature class is brittle in adversarial settings: attack-
ers routinely adapt to evade detectors by manipulating the
most salient signals. For example, rather than algorithmically
generating repository names that are easily flagged, attackers
increasingly mimic the names of popular benign reposito-
ries, undermining purely lexical or content-based approaches.
Moreover, some abuse behaviors are inherently observable
only through specific modalities. Reputation manipulation,
such as inflating a repository’s visibility via starring bot-
nets, produces little semantic signal and can be detected only
through graph-structured or statistical features.

These challenges are exacerbated by the practical con-
straints on observability, storage, and compute noted earlier.
Platform rate limits restrict access to fine-grained patch-level
data, malicious repositories are frequently deleted before com-
prehensive analysis is possible, and retaining full repository
histories is prohibitively expensive at scale. Under these con-
ditions, effective detection requires extracting robust signals
from sparse, heterogeneous, and partially missing data.

Accordingly, we employ three complementary feature
modalities that are informed by prior studies (see Table 1):
(i) natural-language features that capture semantic intent in
artifact names, documentation, and code when content is avail-
able; (ii) graph-based features that encode social and infras-
tructural relationships among users, repositories, and pack-
ages and remain observable even after content deletion; and
(ii1) statistical features that summarize temporal and behav-
ioral patterns with minimal storage and compute overhead.
Each modality is designed to remain informative when oth-
ers are noisy, missing, or adversarially manipulated, enabling
robust detection under realistic deployment conditions.

4.1.1 Transformers

Our multimodal feature-extraction pipeline incorporates two
complementary natural-language inputs: (i) artifact identifiers
(repository names, along with creator usernames) and (ii) the
contents of selected repository files. Both inputs are encoded
using bidirectional Transformer models [45], chosen for their
ability to capture semantic structure in short, noisy text typical
of open-source artifacts.

Artifact Identifiers. The embeddings that encode reposi-
tory names and creator usernames capture lexical and seman-
tic regularities that enable OctoWatch to identify algorithmi-
cally generated identifiers as well as coordinated, theme-based
scam campaigns. Recent large-scale supply-chain attacks
leveraged algorithmically generated repository names to ex-
filtrate stolen secrets to public GitHub repositories [40]. Sim-
ilarly, scam campaigns often reuse distinctive themes—such

as gaming cheats or cryptocurrency trading tools—in names
of repositories and users.

File Contents. When available, we encode the contents of
selected repository files, as these features provide strong se-
mantic signal. However, reliance on file contents alone is
impractical in operational settings: security takedowns fre-
quently remove malicious repositories shortly after discovery,
making repository content inherently ephemeral. As shown
in Table 2, between 50—100% of repositories in our malicious
datasets have been deleted. To account for this ephemeral-
ity during training, we randomly replace file contents with a
[MASK] token in a subset of samples during each epoch. This
augmentation discourages over-reliance on content features
and encourages the model to fall back on other modalities
when content is absent. At inference time, unavailable file
contents are handled by supplying the same [MASK] token, en-
suring consistent behavior between training and deployment.
We found that this technique had a negligible effect on model
performance.

4.1.2 Graph Neural Network

We model users and repositories in GitHub’s social ecosys-
tem as a graph, capturing interaction patterns that are difficult
for adversaries to manipulate at scale. Prior work has shown
that social and relational structures exhibit predictable regu-
larities, making them more robust to evasion than intrinsic
features such as names or content [48]. In the software devel-
opment ecosystem, these graph structures naturally encode
abuse behaviors such as bot-driven repository starring, where
coordinated groups of automated accounts inflate the apparent
popularity of malicious repositories.

To capture these signals, we construct a heterogeneous
graph neural network (GNN) whose nodes represent users and
repositories, and whose edges correspond to 15 distinct event
types, including commit pushes and starring actions. We adopt
an inductive learning approach based on GraphSAGE, moti-
vated by both deployment and compute constraints. Graph-
SAGE generates node representations using localized neigh-
borhood aggregation, allowing the model to operate efficiently
on large, dynamic graphs without requiring full-graph traver-
sal or retraining. To further isolate structural signal, we initial-
ize all node features to a constant vector of size [1] x 10. This
design forces the GNN’s non-linear message-passing layers
to construct representations solely from relational structure,
ensuring that graph-derived features remain independent of
natural-language and statistical signals, which are modeled
separately and fused at a later stage.

4.1.3 Statistical Features

We incorporate a combination of 33 novel and 7 estab-
lished [43] statistical features (see Appendix C). The features



primarily model temporal relationships between entities that
are not captured by the graph neural network (e.g., number
of stars received in the first seven days of a repository’s life-
time). To make statistical features compatible with feature
fusion, we standardize each continuous feature using z-score
normalization: for each feature dimension, we estimate the
mean and variance on the training split only, then reuse those
fixed statistics for validation, test, and online inference.

4.1.4 Modal Fusion

In the model fusion stage, the features extracted in each modal-
ity are combined into a single feature vector v, or:

v = AGG(NLP(X), GNN(Gy), Stat(x))

We implement the aggregation function with a simple affine
(or ‘fully-connected’) layer:

AGG(x,y,z) = Wx;y;2] +b

4.1.5 Supported Operational Workflows

The OctoWatch platform supports two operational workflows:
(i) blocklisting, which requires highly precise binary classifi-
cation under extreme class imbalance, and (ii) analyst-driven
pivoting, which benefits from an embedding space where se-
mantically and behaviorally similar repositories are colocated
for similarity search and clustering.

For automated blocklisting, we train a classification head
on top of the fused representation v using a weighted cross-
entropy objective optimized for extremely imbalanced data.
We use inverse class weighting so that errors on malicious
samples incur a higher penalty than errors on benign samples.

To support analyst-driven pivoting, we learn an embedding
space using a supervised contrastive objective. Contrastive
learning models the geometry of the representation space,
yielding embeddings that are better aligned with distance-
based retrieval and clustering [46]. We include details on
computing contrastive and cross-entropy loss in Appendix A.

5 Datasets

We evaluate our system using multiple malicious-artifact
datasets collected from GitHub, a widely used open-source
platform (OSP) with publicly accessible metadata. Table 2
summarizes the datasets used in our evaluation. Dataset se-
lection is guided by real-world threat reporting and platform
enforcement activity, rather than synthetic or purely academic
benchmarks. Where possible, we rely on ground truth re-
leased by industry or prior scholarly work; in cases where
such data is unavailable or incomplete, we construct new
datasets through careful manual investigation and verification.
Together, these datasets reflect realistic abuse scenarios ob-
served in the wild and provide high-confidence labels suitable
for operational evaluation.

Table 2: Datasets used. Deleted reports the fraction of mali-
cious ground truth repositories that were no longer accessible
on GitHub at the time of offline data collection.

Dataset Date Samples Deleted
Benign Malicious
2 Shai-Hulud [40] 2025 100,000 11,199 100%
& Phishing scams 2025 100,000 2,100 13%
o Stargazer [42] 2024 100,000 1,414 100%
o Shai-Hulud [40] 2025 2,516,587 11,784 -
£ Phishing scams 2025 13,591,491 4,261 -
5 Stargazer [42] 2025 13,591,491 87 -
90-day longitudinal study  2025-26 25,712,161 10,406 -

5.1 GitHub Threat Reporting
5.1.1 “Shai-Hulud” Worm

To evaluate our model’s performance on a historic attack, we
first construct a dataset derived from a large-scale supply-
chain attack associated with the Shai-Hulud worm, disclosed
in November 2025 [40]. This attack propagated through
nearly 800 compromised npm packages and targeted devel-
oper environments to exfiltrate secrets such as API tokens
and passwords. Infected hosts scanned for secrets using Truf-
fleHog, a popular open-source, regex-based secret-scanning
tool. Discovered secrets were then published to public GitHub
repositories in one of two ways: if a GitHub API token was
present, the malware created a new public repository under
the corresponding account; otherwise, it searched for another
infected user whose leaked secrets contained a valid token
and published the data under that user’s account. In all cases,
repositories were created with randomly generated names
consisting of 16-20 lowercase alphanumeric characters. We
hypothesize that MMFE will be capable of identifying these
algorithmically generated patterns.

To construct high-confidence ground truth, we began by
sampling 5,000 repositories whose names were 1620 char-
acters long and lowercase alphanumeric and were created on
November 24, the first day of the attack. We applied a series of
conservative filters to remove obvious false positives, exclud-
ing repository names that (i) consisted of at least 75% of the
characters from one of the 1,000 most common English words,
(ii) contained the creator’s username, or (iii) followed a sim-
ple word—number concatenation pattern (e.g., reponame2025
or 2025compsciproject). The remaining candidates were
manually reviewed to eliminate residual false positives, re-
sulting in a final dataset of 4,896 high-confidence malicious
repositories associated with 411 compromised users.

5.1.2 Phishing Scams

Next, to evaluate each model’s ability to surface previously
unknown abuse starting with only a handful of samples from
an active investigation, we construct a dataset of unreported
phishing repositories luring users into downloading Windows-



based malware. This dataset reflects live malware campaigns
that were ongoing at the time of discovery and had not yet
been reported by existing threat intelligence sources. Specifi-
cally, we identified phishing repositories using a human-in-
the-loop label propagation process.

Dataset construction began with a set of 11 seed reposi-
tories manually discovered through broad keyword searches
related to communities frequently targeted by threat actors, in-
cluding gaming cheats, cryptocurrency tools, and productivity
utilities. From these seeds, we iteratively derived signatures
to identify additional candidate repositories. For example, af-
ter identifying a credential-stealing lure masquerading as a
Roblox cheat engine, we extracted its command-and-control
URL, which directly led to the discovery of five additional
repositories hosting the same malware campaign.

To ensure high-confidence ground truth, each candidate
repository was subjected to automated verification using
VirusTotal. Only repositories that linked to executables
flagged as malicious by at least 15 independent antivirus ven-
dors were included in the final dataset. This conservative
verification criterion substantially reduces the likelihood of
false positives while preserving coverage of the underlying
campaign. Applying this process resulted in a final dataset of
approximately 2,100 verifiably malicious repositories.

Case Study. Repositories from this campaign exhibit sev-
eral distinct characteristics, making the campaign an inter-
esting subject for ML-based detection. One such reposi-
tory is zuckkiller/kirmanjiku-2, shown in Appendix B.
This repository, like most others, contains an Al-generated
README describing the project and directing users to down-
load a (malicious) file to run the project. Other than the
READMEE, the only file in the repository is a zip file contain-
ing a Lua-based data stealer. The repository takes several steps
to increase its reputation, including stuffing topical keywords
in the README and tags, mimicking the name of a benign
repository created days prior, and most notably, automatically
pushing superficial commits to the repository several times
a day to give it the illusion of recency. In Section 7.2, we
discuss several variations of these patterns discovered during
an online evaluation in late 2025.

5.1.3 Stargazer Ghosts

Finally, to assess the feasibility of graph-based modeling, we
evaluate our model on the Stargazer Ghosts dataset, which
consists of publicly released GitHub repositories implicated
in campaigns that fraudulently inflate repository popularity
using networks of compromised or attacker-controlled ac-
counts [42]. This dataset was originally disclosed as part of
an industry threat report and has since served as a benchmark
in prior academic work [18]. The report notes that bot-driven
star inflation is widespread and spans multiple independent
campaigns, resulting in a dataset that is heterogeneous with
respect to activity patterns and coordination structure.

All repositories in this dataset have since been deleted, and
fewer than 1% appear in archival sources such as the Way-
back Machine [18]. As a result, repository content is largely
unavailable. We therefore treat this dataset as a stress test
for detection under conditions of ephemeral content, and hy-
pothesize that the underlying abuse can be captured through
graph-structured and statistical features derived from star-
ring behavior and temporal activity patterns. Further, many
of the repositories in this dataset are themed scams (e.g.,
Roblox-Hack), which can be modeled by our NLP model.

5.2 Benign Samples

To simulate realistic operational conditions, we construct a
test set that reflects real-world class imbalance. We construct
a benign background set by sampling 100,000 repositories
with PushEvent activity in the year prior to the experiments.

To minimize the risk of inadvertently including malicious
projects, we apply two conservative filters. First, we exclude
any repositories that were removed from GitHub due to
DMCA takedowns or ToS violations. Second, for each remain-
ing repository, we query VirusTotal for both the repository
URL and all associated release artifacts; any repository for
which VirusTotal reports malicious detections—either for the
URL or for any release file—is removed from the benign set.

6 Results

In what follows, we evaluate our approach to address each
RQ1-3 (see Section 1 for details). For RQ1 (real-world ef-
fectiveness), we report offline benchmark results and a 45-
day live deployment measuring detection capabilities under
extreme class imbalance. For RQ2 (threat coverage), we
characterize the types of campaigns uncovered online and
analyze the scope of several case studies. Finally, for RQ3
(ecosystem impact), we quantify downstream harm by trac-
ing cryptocurrency-draining malware discovered during de-
ployment and estimating associated financial losses.

6.1 Experiment Setup

For training and inference, we use a single NVIDIA A30 GPU
with 24 GB of VRAM, a configuration commonly available
in mid-range production servers. Historical data storage and
low-latency feature retrieval are handled using a ClickHouse
database deployed on a standard CPU server with 40 cores and
256 GB of RAM. This setup reflects commodity workstation
and server-class hardware, demonstrating that the system can
be trained and operated without reliance on specialized or
high-end infrastructure.



6.1.1 Data Sources

We rely primarily on GHArchive’s public event logs to
collect repository activity in order to minimize direct API
calls and CDN probes to GitHub. However, extracting
content-based features requires limited active scraping of
repository data. During system design, we observed that
the git client retrieves repository content via an alterna-
tive content delivery path distinct from GitHub’s standard
CDN (githubusercontent.com), and that this path supports
higher sustained throughput.

To extract NLP features, we probe each repository’s
README . md file, if it is available. While malicious activity can
use other files, README . md is the primary file displayed on a
repository’s landing page, and is therefore widely prevalent
in scams. Our crawling relies on Git’s sparse checkout func-
tionality—supported by GitHub since 2020 [39]—to avoid
downloading full repository contents. To determine whether
a repository has been removed or made inaccessible, we em-
ploy the lightweight git ls-remote command. Following
guidance from the GitHub team (see the Ethical Consider-
ations section), we limited our crawling rate to 80% of the
empirically observed threshold (approximately 300,000 files
per hour) to maintain responsible usage.

6.1.2 Data Filtering

GitHub’s interaction graph contains a small number of ex-
tremely high-degree nodes, such as automation accounts (e.g.,
dependabot [bot]) that interact with millions of repositories.
These nodes introduce spurious short paths between other-
wise unrelated repositories and substantially increase both
the computational and memory cost of message passing. To
prevent these artifacts, we remove all events associated with
known GitHub automation accounts prior to graph construc-
tion. Even after bot filtering, the GitHub event graph remains
too large (70 million edges). Following standard GraphSAGE
practice, we adopt an inductive, neighborhood sampling ap-
proach. For each seed node (e.g., a repository in a training
minibatch or labeled evaluation set), we construct an induced
subgraph by sampling its one- or two-hop neighborhood. To
bound per-node computation and control variance introduced
by high-degree nodes, we cap the neighborhood fanout at 250
neighbors per relationship type. This reduces the number of
edges by 70%.

6.2 Offline Evaluation

Model Selection. We selected architectures and hyperparam-
eters over a five-fold cross-validation, selecting the model
that maximized the mean Matthews Correlation Coefficient
(MCC) over the validation folds. MCC is more appropriate
than metrics like ROC-AUC and F1 in settings with highly im-
balanced data [5] like ours. In particular, although the average

MCC across datasets in our offline evaluation was 0.95, the
corresponding average ROC-AUC was 0.99 and the average
F1 score was 0.97, indicating that these metrics can mask sub-
stantial misclassification errors — an observation also noted
by Yao et al. [50]. Accordingly, we report and optimize MCC
throughout validation and model selection.

To select the best content extraction model, we evaluated
four pretrained bidirectional Transformer encoders, namely
BERT, CodeBERT, ModernBERT, and RoBERTa, against the
scam dataset. Overall performance differences across models
are small (less than 0.05 percentage points across evaluation
metrics), with ModernBERT consistently achieving the high-
est scores. As a result, we adopt ModernBERT for all subse-
quent experiments. We also explored additional architectural
and training refinements, including explicit regularization and
class-imbalance—aware loss functions. These modifications
yield at most a 2% improvement in performance. Because our
research questions focus on comparative behavior and opera-
tional realism rather than maximizing absolute accuracy, we
retain a simpler model configuration. This choice provides a
lower bound on performance while improving reproducibility
and reducing sensitivity to hyperparameter tuning.

Table 3: Performance by dataset. Metrics are for MCC-
maximizing decision threshold over the validation set. Shown:
Bag of Words (BoW) [32], Word2Vec (W2V) [32], Repo2Vec
(R2V) [33], StarScout [18].

Baseline OctoWatch
Dataset BoW W2V R2V  StarScout | Offline Online
Shai-Hulud [40] 0.62 088 091 0.00 0.97 0.77
Phishing 0.10 036 037 0.00 0.99 0.94
Stargazer [42] 0.00 0.00 0.07 0.45 0.90 0.35

/o)

Comparison to Baselines. Table 3 summarizes the per-
formance of OctoWatch and four baseline models [32, 33].
Multimodal fusion consistently outperforms specialized NLP
baselines. For the scam dataset, the only dataset with recover-
able repository contents, Transformer-based semantic features
achieve substantially higher accuracy than prior malicious-
repository classifiers built on shallow bag-of-words repre-
sentations or pretrained word2vec embeddings of repository
metadata and contents [32]. These gains are most pronounced
when file content is unavailable or unreliable. In the Shai-
Hulud campaign—where repository names are randomly gen-
erated, hash-like strings—the multimodal approach achieves
solid performance (0.97 MCC) using repository names alone,
outperforming prior baselines by nearly a factor of three.
While earlier NLP-based methods perform competitively on
this dataset (reaching up to 0.88 MCC), they still fall short
of the multimodal approach. Repo2Vec [33] models perform
similarly across each dataset.

This gap is explained in part by limitations in feature ex-
pressivity and model capacity. Classical bag-of-words and
word2vec baselines rely on tokenization schemes that struggle



\ MCC
Feature ‘ Shai-Hulud Phishing Stargazer
Content 1 0.94 1
Repository 0.97 0.08 0.09
Graph 0.52 0.90 0.69
Stat 0.51 0.70 0.51
All | 097 0.99 0.90

Table 4: Feature contributions. MCC for individual uni-
modal feature families and the full multimodal model. L
denotes cases where content-based evaluation was not possi-
ble due to deleted repositories.

to segment repository and username strings into meaningful
units, especially for camelCase identifiers, typosquatting vari-
ants, and randomly generated or hash-like names. This issue
is most visible in the Shai-Hulud dataset: inter-token rela-
tionships in random identifiers are sparse, and smaller NLP
baselines do not have enough capacity or training data to learn
robust representations of these strings. Modern Transformer
encoders instead use subword tokenization, such as byte-pair
encoding, which better preserves useful lexical structure in
repository identifiers even when the text is far from natural lan-
guage. Although this improves performance, OctoWatch still
outperforms the best NLP baseline by 15% on Shai-Hulud,
indicating that the gains are not solely due to tokenization.

We also evaluate graph-based baselines, motivated by the
prevalence of automated starring behavior in the Stargazer
dataset. Specifically, we reproduce StarScout [18], a graph-
based method designed to detect anomalous starring activ-
ity. StarScout identifies fake stars using two signatures de-
rived from GitHub event logs: (1) a low-activity signature,
which flags accounts that become dormant after starring only
a few repositories, and (2) a lockstep signature, which detects
groups of accounts repeatedly co-starring the same reposito-
ries. We compare StarScout against OctoWatch’s graph-only
ablation to isolate the contribution of our relational model-
ing. On the Stargazer dataset, OctoWatch’s graph-only model
achieves 1.5 x higher recall than StarScout, largely because
StarScout filters repositories with fewer than 50 stars during
post-processing to reduce false positives. Moreover, StarScout
fails to detect any repositories in the Phishing or Shai-Hulud
datasets. In both cases, over 75% of repositories have de-
gree one, typically consisting of a single maintainer with
little or no observable neighborhood structure, limiting the
effectiveness of graph-based detection. Other graph-based
approaches [15, 30, 31] additionally rely on manually cu-
rated content keywords, which complicates reproduction and
increases susceptibility to mimicry attacks. In contrast, Oc-
toWatch combines semantic, statistical, and relational signals,
enabling robust performance even when individual modalities
are sparse, weak, or unavailable.

Feature Contribution. By conducting a series of feature
ablation experiments (Table 4), we find that multimodal fea-
ture extraction can adapt to the graph, statistical, and natural-
language signals that are most informative for a given ground-
truth dataset. These results show that no single modality is
sufficient for threat modeling across all settings. For example,
on the botnet-driven Stargazer dataset, a graph-only model
achieves an MCC of 0.69, whereas an NLP-only model per-
forms poorly (0.09 MCC).

In contrast, for the Shai-Hulud dataset—whose reposito-
ries exhibit distinctive textual patterns—an NLP-only model
achieves near-perfect performance, reaching 0.97 MCC. In-
terestingly, the actor behind the phishing campaign appears
to have deliberately attempted to evade content-based de-
tection by manipulating repository names, resulting in poor
performance for this modality. In our analysis of the Phishing
dataset, we found that 95% of malicious repository names
were mimicked: each name had appeared in a benign repos-
itory less than ten days before the corresponding malicious
repository was created.

7 Online Evaluation

While benchmark datasets enable consistent model compari-
son and selection, security-focused machine learning systems
must be evaluated under realistic deployment conditions to ac-
curately assess their operational effectiveness [2]. To this end,
we simulate a multi-day online deployment where a detec-
tion model processes GitHub’s live event stream—comprising
nearly one million newly active repositories per day—and
identifies previously unseen malicious repositories hosted on
the site. We evaluate online performance across two tasks:
attack backtesting and campaign expansion.

In the attack backtesting task, the model is trained on a
partial sample of repositories published on the first day of
the Shai-Hulud supply-chain attack and is then evaluated on
its ability to flag newly emerging secret-exposing reposito-
ries associated with the same campaign. In the campaign
expansion task, the model is trained on labeled examples
drawn from multiple known campaigns modeled in the Phish-
ing and Stargazer datasets. Although we primarily evaluate
OctoWatch on its ability to discover new examples of these
scams, we also find that OctoWatch can detect malicious con-
tent beyond the campaigns we directly modeled.

It is infeasible for a human analyst to validate millions of
results each day, so we present our online analysis through
the lens of an analyst concerned with the trade-off between
discovering new examples and trudging through false-positive
results. The analyst evaluates the first 1,000 results, then con-
tinues to evaluate results until the precision decreases below
80%. We define precision at rank 7 as the proportion of results
up to rank r correctly identified as true positives.

Two authors independently verified the ranked results, sim-
ulating analysts triaging results in a blocklist. They reviewed
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Figure 2: Malicious detections in online evaluations. Top: the daily number of active repositories and newly detected malicious
repositories in each evaluation. Bottom: the precision across ranges of rank-ordered, manually validated malicious repositories
found in the aggregated results for each evaluation, along with the corresponding counts of malicious repositories identified in

each range.

daily results in ranked order, classifying each repository as
either violating GitHub’s abuse policies (true positive) or be-
nign (false positive). One author labeled 4,468 repositories
until the target precision threshold was met, while the second
independently labeled a 50% sample as a reliability check.
The resulting inter-rater agreement was high, with only 16
disagreements and a Cohen’s Kappa of 0.88.

In both evaluations, we found that generating predictions
for a full day of GitHub activity using all four feature classes
took around 30 minutes on our hardware. Live repository
crawling was the main bottleneck—however, at 300,000 files
per hour, crawling all READMESs published each day was
easily attainable in around three hours.

7.1 Backtesting on Known Attacks

We first turn to a backtest of our model in detecting reposito-
ries from the Shai-Hulud attack, which spanned November
24-27, 2025 and generated thousands of repositories hosting
leaked secrets [40]. Given a training set of 5,000 repositories,
OctoWatch discovered an additional 10,573 secret-exposing
repositories, with the peak in detections on November 24
mirroring the findings of threat intelligence reporting.
Figure 2 shows how our approach reliably detects Shai-
Hulud in terms of precision. In the second row, precision is
computed over each rank bucket (e.g., for Shai-Hulud, the
first bar represents a 78% precision over the first 2,500 re-
sults). The number of true positives is denoted on each bar.
In practical terms, an analyst would identify over 10,500 true
positive repositories while incurring less than 1,500 total false

positives. Beyond this operating point, precision declines due
to a sharp increase in false positives. Manual inspection in-
dicates that the majority of these false positives correspond
to automatically generated repositories used for orchestrating
GitHub workflows. Notably, Shai-Hulud repositories exhibit
nearly identical file names and directory structures, suggest-
ing that incorporating content-based features could further
improve detection performance, albeit at the cost of additional
crawling overhead. We do not evaluate this extension directly,
as all known Shai-Hulud repositories had been removed by
GitHub as of November 28, 2025.

Table 3 indicates a decrease in model quality between on-
line and offline mode. When evaluating each repository for
a given day, we found a significant number of false positives
concentrated near rank 1—on the first day of the evaluation,
this led to a 40% decrease in precision for the first 2,000
repositories. The main sources of these FPs were newly cre-
ated repositories with hexadecimal repository names, which
were not present in our benign background noise dataset and
thus are out-of-distribution. Retraining with just 100 of the
randomly generated hexadecimal repository names increased
MCC by 4.3% (0.95 MCC).

While heuristic techniques can perform similarly to our
model in identifying Shai-Hulud repositories from GitHub’s
activity stream [40], an automated, data-driven approach has
significant benefits. Most importantly, an ML system could
reduce exposure of developer secrets by accelerating auto-
mated rapid response efforts. The impact of Shai-Hulud could
have been considerably reduced had an ML system automati-
cally disabled public visibility for repositories likely to have



been created by a Shai-Hulud infection. A rapid deployment
of OctoWatch in this setting could have reduced the number
of victims with secrets exposed by 36.3% with under 1,000
benign repositories incorrectly made private.

7.2 Campaign Expansion

To assess RQ1 (real-world effectiveness), we evaluated the
models trained on the Phishing Scam and Stargazer datasets
over 45 days. In total, OctoWatch identified 4,261 new ma-
licious repositories not present in our ground truth datasets
or public threat reporting from URLHaus. As 4,177/4,261
repositories were identified by the Phishing model, we pri-
marily focus our analysis there. The output from the Phishing
model primarily consists of repositories attributable to the
same threat actors modeled in the ground truth (98%), as well
as repositories associated with previously unseen campaigns.
We return to a discussion of one such case in Section 7.4.3.

Figure 2 illustrates the daily output and performance of the
model against each dataset. On average, 46.8 new scam repos-
itories were created every day, each from a unique GitHub
account. This suggests that the adversary perpetrating this
campaign relies heavily on automation to post high quanti-
ties of repositories. Typically, we identified new malicious
repositories within 24 hours of their creation dates. The most
notable exception to this is the influx of detections on the
first day of the experiment, where OctoWatch identified more
than 100x as many detections as future days. Many scam
repositories were created before the beginning of our evalu-
ation period but received new automated commits multiple
times a day. As a result, these repositories were included in
the daily feed and were quickly detected on day 1. The dip
in October is due to GHArchive producing limited data for a
5-day period, but the repositories were quickly flagged when
the data was restored.

Figure 2 shows the effectiveness on the phishing dataset.
When output is triaged in ranked order, an analyst encounters
only 48 false positives among the first 2,000 flagged repos-
itories. This operating behavior enables large numbers of
malicious repositories to be detected, blocked, and ultimately
taken down before false positives become prevalent.

Running the model trained on the Stargazer dataset also
led to the discovery of several campaigns (on average, four
per day) not included in the ground truth dataset, demonstrat-
ing our model’s effectiveness even when content takedowns
rendered file contents unavailable. However, the model’s per-
formance is impaired significantly without access to NLP
data. Many Stargazer repositories have few stars, reducing
the amount of data available to the GNN. Despite evidence of
botnet-driven starring, we found that the average number of
stars per repository was 15—this low-volume starring activ-
ity would not have been detected by prior work [18], where
repositories are required to have at least 50 stars. In some
cases, our model combined NLP features with graph structure

to identify malicious repositories with just one star. Interest-
ingly, some true positive repositories impersonating popular
open-source projects and brands intentionally inserted typos
or abbreviations into their repository names (e.g., AdobeeCre-
ativeeCloud, Offi-2025-Win) to evade detection by a system
or human relying on search keywords. Transformer-based
models, on the other hand, capture semantic and lexical sim-
ilarities in repository names and therefore are better suited
for modeling these modifications. Our error analysis suggests
that false positives primarily consisted of Al-generated repos-
itories, as well as Web3, proxy/VPN, and automation projects.
False negatives included repositories with weak graph evi-
dence or sparse metadata, including low-reputation software
cracking tools.

This analysis shows how with only 291 false positives,
online deployment of our model led to a 3x increase in mali-
cious repositories versus our Phishing ground truth set.

7.3 Operational Considerations

To further assess RQ1 (real-world effectiveness), we evalu-
ated two optimizations that improve the model’s suitability
for operational use: automatic triage and retraining.

7.3.1 Automatic Triage

In a large-scale deployment like ours, manual triaging of re-
sults could take hours due to the sheer volume of true positives
in the result set. We therefore evaluate how well the system’s
outputs can be triaged automatically, either by restricting all
flagged repositories or by verifying maliciousness with threat
intelligence platforms like VirusTotal.

One strategy would be to take down or restrict public ac-
cess to all repositories flagged by OctoWatch and then manu-
ally resolve false positives as they are reported by users. On
the Phishing dataset, such an approach would reduce analyst
workload by 13 x, but would decrease precision by 8%. While
effective, this strategy is likely inoperable in practice, given
that it could lead to serious collateral damage.

A more conservative approach for improving precision at
the cost of lower recall is to apply a post-processing step that
extracts potential malicious artifacts from flagged repositories
and to externally verify their maliciousness using VirusTo-
tal. We evaluated the efficacy of this method on the Phishing
dataset by uniformly sampling 5,000 repositories from the
13.6M repositories observed during the 45-day evaluation.
Each sampled repository contained either releases or refer-
ences to .zip files in their README.md files—two malware
distribution methods employed by the scammers. Within this
sample of 5,000, 139 were malicious and 4,861 were benign.
We queried VirusTotal for the verdicts of each of these files,
finding that 106/139 (76%) of the repositories were malicious.

This result shows that VirusTotal can substantially increase
confidence in automatically triaged true positives, but can



introduce considerable numbers of false negatives, namely
scams that do not link to malicious executables from the
GitHub README. As a result, this automation reduces the re-
call of the model to 67.8% (40/59) versus the manual labeling
process. Further, a malicious classification from VirusTotal
does not necessitate repository removal—for example, legit-
imate repositories linking to legitimate software frequently
co-opted by adversaries (e.g., ngrok) and cybersecurity labs
linking to non-harmful malware and hacking tools could lead
to incorrect takedown if using VirusTotal as a sole ground
truth source.

7.3.2 Retraining

To further understand OctoWatch’s suitability for operational
deployment, we evaluated its ability to leverage feedback from
humans and secondary systems to improve performance.

Shai-Hulud. We found that small-sample retraining can
reduce false positives when identifying historic malicious
repositories. In the Shai-Hulud backtest, the original model
assigned high scores to newly created benign repositories with
hexadecimal, randomly generated names. These repositories
resembled Shai-Hulud artifacts under the repository-name
modality, but manual inspection showed that many were be-
nign repositories created by automation tools for workflow
orchestration. Because this behavior was absent from the orig-
inal benign background set, these examples appeared near
the top of the daily ranking and produced a large early preci-
sion drop. Adding only 100 such benign hard negatives to the
training set increased MCC by 4.3%, reaching 0.95.

Phishing Scams. Beyond the primary 45-day evaluation, we
conducted a separate retraining study to assess OctoWatch’s
ability to adapt to concept drift over a longer operational
horizon. Despite our efforts leading to the takedown of 4,261
scam repositories created prior to October 24, 2025, the actor
modeled in the Phishing dataset continued to create scam
repositories beyond this period. This provided us with labeled
data spanning an extended 90-day period from October 25,
2025 to January 23, 2026. We divided the full evaluation
into three segments: P1 (September 10 — October 24, 2025),
P2 (October 25 — December 1, 2025), and P3 (December 2,
2025 — January 23, 2026). Every seven days within the P2
and P3 windows, we selected newly created repositories using
stratified sampling over OctoWatch’s output distribution. We
then ran the VirusTotal-based automatic triage process on
the sampled repositories to obtain labels for retraining and
evaluation.

We then compared a baseline model trained solely on the
offline ground truth with a retrained model that incorporated
80% of the repositories from each period, evaluating both
on the held-out 20%. Model performance on P2 and P3 with
and without retraining remained high. Table 5 shows that
performance does not significantly degrade over time, and
is only marginally improved with retraining. Although we

Table 5: Baseline versus retrained model performance by
period on the Phishing scam dataset.

P1 P2 P3
F1 MCC F1 MCC F1 MCC

Baseline 0.967 0.878 0.996 0925 0.991 0.942
Retrain - - 0994 0.881 0993 0.954

Model

did not observe significant behavioral changes on this spe-
cific campaign during the extended evaluation period, we still
recommend that periodic retraining be used in operational
settings to detect and combat concept drift. We note that be-
cause the stratified sampling technique used in this evaluation
equally samples each part of the class probability distribution,
it could still undersample drifted samples.

7.4 Case Studies

To provide more insight into the threat activity clusters we
identified, we characterize RQ2 (threat coverage) and RQ3
(ecosystem impact) through an in-depth analysis of two case
studies derived from the online results.

7.4.1 Scams Targeting Windows Users

The vast majority (98%) of repositories led users to .zip files
that matched the tactics used by the SmartLoader malware
family [28]. A common characteristic of this campaign was
the extensive use of generative Al to populate repositories
with superficially plausible content. One README file con-
sisted only of a message refusing to generate malicious con-
tent in an apparent invocation of model safeguards. Inter-
estingly, while nearly all repositories used similar malicious
tactics, such as commit inflation and SEO-optimizing tags,
around 50% of repositories linked users to GitHub releases
while the other 50% referenced code committed to the repos-
itory. While we did not find conclusive evidence pointing
toward actor attribution, one repository contained a mocking
message to security defenders (written in Russian). In the 45-
day online evaluation, a primary source of false positives for
each dataset was persistent behavior from automated reposi-
tories. These tools produce large commit volumes, interfering
with the model’s statistical features.

Engagement & Impact. To estimate engagement with these
scams, we aggregated historic star events for each repository
and, when available, we scraped file download counts for each
scam repository surfaced by the online evaluation.

We observed a considerable amount of starring behavior
that inflated scam repositories’ popularity—more than 1,000
users starred repositories later identified as malicious. 64
of these users were affiliated with legitimate GitHub orga-
nizations, implying that they were authentic users unknow-



ingly promoting malicious repositories. Assuming these ac-
counts are not compromised, this provides a conservative
lower bound on exposure and indicates that the attacker’s
SEO efforts succeeded.

10% of the scam repositories exceeded 10,000 downloads,
representing 4 X the activity of the daily median repository.
Such extreme amplification is consistent with automated
download inflation used to manipulate repository visibility, a
tactic previously observed in the npm ecosystem [35]. Exclud-
ing these amplified repositories, releases from scam reposito-
ries averaged 44 downloads each.

To quantify the broader value of our findings to the TT com-
munity, we also measure exclusive contribution [25] against
two public threat intelligence sources: URLHaus and VirusTo-
tal. Over a 45-day deployment, our approach identified 2,124
unique malicious repositories, 90% of which were absent
from URLHaus. In fact, a 45-day deployment of OctoWatch
produced 2 x more true positives than all URLHaus contribu-
tors combined over the last three years. Only nine repository
URLSs were flagged by any VirusTotal vendor, highlighting
the limited coverage of existing feeds and the operational
benefit of proactive, platform-native discovery.

We also extracted the alleged malware binaries associated
with each repository verified in the 45-day evaluation. Com-
pared to the samples in the training set, which were flagged
as malicious by 20 vendors on average, some more recent
binaries had only been flagged by two vendors. Upon closer
inspection, we found that 75% of binaries had never been up-
loaded to VirusTotal, suggesting a severe gap between GitHub-
based threats and TI production and sharing. The other 25%
were uploaded up to 180 days before the repositories were
created, indicating that although this actor rapidly created
GitHub repositories, they reused malware files.

Besides the samples attributable to SmartLoader malware,
we discovered instances of Android malware (5 reposito-
ries), PowerShell-based malware (3 repositories), and mal-
ware hosted on external file sharing websites (3 repositories).
The presence of these results in the data implies that while the
blocklisting model primarily flags malicious repositories from
the same activity cluster as the training data, it can generalize
to other groups when there is overlap in malicious tactics.

7.4.2 Pivoting

While the abundance of Windows-targeting scams in our
dataset demonstrates OctoWatch’s ability to surface large vol-
umes of repositories given ground truth samples drawn from
the same campaign, the results also contained examples of
other scam campaigns not represented in our ground truth. An
analyst may wish to pivot from this subclass of repositories to
uncover additional, related hosting infrastructure belonging
to that campaign. We therefore evaluate the suitability of our
architecture to a pivoting workflow, then use the resulting
expanded cluster to catalyze a further investigation into an

Unknown = Benign = Malicious

®  Crypto (Test) + Crypto (Train)

No retraining CE retraining CL retraining
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active cryptocurrency campaign.

Pivoting places different demands on the model than binary
classification. High classification accuracy alone does not
guarantee that related artifacts are embedded near each other
in feature space. Figure 3 illustrates this distinction. When the
model is trained solely with a cross-entropy (CE) objective,
repositories associated with cryptocurrency scams are often
separated in embedding space, even though they are individ-
ually classified as malicious. Exchanging the cross-entropy
loss function with a contrastive loss (CL) function causes all
the crypto repositories to be embedded near each other.

We fine-tuned the model on the crypto case study using CL
and manually analyzed the 50 nearest neighbors, a process
which took under five minutes on our hardware. We found that
pivoting can increase the number of repositories for a given
threat cluster by up to 3x (15 new repositories). To quan-
tify pivoting performance more systematically, we compute
the mean reciprocal rank (MRR) over a held-out set of arti-
facts associated with each case study. CE retraining produced
meaningful gains versus a baseline (13% increase in MRR),
indicating that objectives optimized for binary discrimination
do not reliably structure embeddings for nearest-neighbor
retrieval. In all, we found that while the CE-based model gen-
erates precise results, CL narrows the analyst’s search space
by up to 99% when just three examples are provided.

13 of the 15 repositories directed users to send funds to a
malicious smart contract written in Solidity, while the other
two repositories enticed victims to run a JavaScript-based
cryptocurrency stealer. In what follows, we further analyze the
scope and impact of the 13 malicious smart contract scams.

7.4.3 Cryptocurrency Scams

Repositories in the malicious smart contract cluster distributed
software masquerading as legitimate profit-generating tools,
including automated trading strategies and compromised min-
ing pool services. These scams were specifically crafted to
target sophisticated users with experience deploying and in-
teracting with smart contracts. Lures typically included doc-



umentation, tutorial-style videos (e.g., hosted on YouTube),
and fabricated user comments asserting successful profits.
But in reality, the advertised contracts simply drained victims’
wallets by redirecting funds to attacker-controlled wallets.

To assess how successful those lures were, we collected the
smart contracts that were directly embedded in repositories
within the cryptocurrency scam cluster or hosted on external
platforms linked from repository README files, skipping cases
where externally linked files are no longer accessible. Due to
the simplicity of the obfuscation, we manually analyzed the
contracts to recover two wallet addresses, though we note that
automatic wallet address deobfuscation techniques exist [24].
Similar to the expansion done using similar contract byte-
code [24], we used GitHub’s code search to locate contracts
that share matching obfuscation function signatures.

While code search is effective at identifying contracts that
implement the same scam logic but use different destination
wallets, it is insufficient as a standalone signal for flagging ma-
licious activity. In practice, this approach also matches benign
repositories maintained for educational, research, or threat-
hunting purposes. In our analysis, 24 out of the 71 (34%)
repositories identified via code search fell into these benign
categories and would therefore constitute false positives if
acted upon. Therefore, we restrict the use of code search to ex-
panding the set of attacker-controlled wallets associated with
a given scam, rather than as a basis for reporting repositories.

To expand our analysis to repositories that were created
earlier than our observation window and are no longer ac-
tively maintained, we searched Etherscan for smart contract
source code that transferred funds to the extracted wallet ad-
dresses. Despite source-code availability for smart contracts
on Etherscan being rare [53], this process revealed an addi-
tional obfuscation signature, which we used to further expand
our GitHub search, leading to 30 new wallet addresses.

Engagement & Impact. To estimate the financial impact of
these scams, we adopt a conservative methodology following
the guidelines of Gomez et al. [14]. We restrict analysis to
direct deposits into attacker-controlled wallets, explicitly ex-
clude addresses labeled as exchange services by Etherscan,
and compute revenue using both the historical Ethereum price
at the time of each transaction and its present-day value.
Using this approach, we identify over 5.9 million USD
in cryptocurrency transactions on the Ethereum blockchain
alone — worth 6.9 million USD (as of January 2026) — that
have been funneled into attacker-controlled wallets. This fig-
ure likely underestimates [17, 23] the true amount as we do
not consider alternative smart contract platforms (e.g., Solana,
Cardano), and very few contracts on Ethereum have associ-
ated Solidity source code (as opposed to EVM bytecode) [7].
The wallet addresses we recover include known cryptocur-
rency scam wallets [24, 26], yet several remain active, with
direct deposits as recent as January 24, 2026. This persis-
tence suggests that emerging scam campaigns evade timely
detection and reporting. In contrast to older campaigns that
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Figure 4: Wallets sorted by recency of deposits. Color in-
dicates whether the wallet is associated with cryptoscams in
Etherscan or Google results; size indicates lifetime deposits.

relied on fewer, large-value transactions, recent campaigns
favor swindling smaller amounts from a broader victim base,
as depicted in Figure 4. Our multimodal approach effectively
identifies wallets regardless of transaction strategy by learning
relational patterns and dynamics of scam repositories.
Analysis of the repositories surfaced by the Stargazer
model revealed an additional set of 79 cryptocurrency-related
scams advertising a so-called “flashing” technique for spoof-
ing cryptocurrency transactions. These repositories primarily
function as lures, redirecting users to off-platform websites
that describe the purported spoofing capabilities and solicit
payment through web-based checkout interfaces. Among the
68 repositories containing external URLs, 15 pointed to web-
sites that were still active at the time of analysis; notably, five
of these URLSs had no detections on VirusTotal. In addition,
37 repositories instructed users to contact “customer support”
via Telegram, further indicating an effort to move victims
off-platform and evade ecosystem-level detection.

7.4.4 Vendor and Community Disclosure

Beginning in November 2025, we responsibly disclosed the
abusive repositories identified during our study to GitHub’s
Trust and Safety team. This disclosure helped mitigate ongo-
ing harm by enabling the removal of active malicious content,
and allowed us to assess the operational relevance of our
findings by observing whether platform enforcement actions
aligned with our detections [25]. All reports were submitted
through their abuse-reporting workflow. In addition to the list
of repositories, we provided the team with context surround-
ing the types of threats, details of our VirusTotal validation
process, and highlighted particularly risky repositories (e.g.,
those that were gaining traction as identified by their growing
star counts). We also offered access to our internal validation
tool to assist in triaging the large number of repositories.
GitHub responded promptly to our reports: in some cases,



repositories were removed within four hours, and in nearly all
cases within 48 hours. This responsiveness underscores both
the urgency of the reported threats and the practical utility of
our findings. In total, these disclosures resulted in the removal
of thousands of phishing repositories. For the off-platform
findings, we reported all associated domains and messaging
accounts to the appropriate abuse reporting channels, includ-
ing domain registrars and Telegram. We give more details of
our disclosure process in the Ethical Considerations section.

8 Discussion

Implications and Recommendations. Our findings high-
light several implications for both security practitioners and
the broader research community. For practitioners, our analy-
sis reveals unexplored potential for ML-based systems trained
on publicly available information to combat widespread scam
campaigns. For researchers, we caution that while machine
learning approaches for detecting malicious packages and
repositories hold significant promise, their utility depends on
careful consideration of class imbalance, ground truth biases,
and reproducibility. When feasible, releasing curated datasets,
including ephemeral artifacts such as file contents that may be
deleted shortly after discovery as a result of takedown actions,
can substantially improve reproducibility and longitudinal
analyses. That said, researchers should remain cognizant that
certain repository categories (e.g., those involving copyright
infringement or DMCA violations [12]) may carry legal or
ethical considerations that restrict data sharing.

Adversarial Attacks. Attackers aware of detection systems
may attempt to manipulate repository names, README con-
tents, graph structure, or temporal activity patterns to reduce
detection confidence. We observed such behaviors in the wild.
In the Phishing dataset, 95% of malicious repositories adopted
names previously associated with benign repositories fewer
than ten days earlier, a tactic that directly degrades NLP fea-
tures derived from repository names. Attackers could also
compromise user accounts to evade statistical and graph fea-
tures that capture account age and reputation.

Despite these attacks, OctoWatch’s multimodal design sub-
stantially increases the cost of evasion: because detections
are driven by multiple independent signals, manipulating any
single modality is often insufficient to evade detection.

Another concern is content collection latency. In our de-
ployment, inference over one day of GitHub activity requires
approximately 30 minutes, while crawling all READMEs
takes roughly three hours. Attackers could exploit this gap
by completing campaigns before content features are col-
lected. Although this represents a valid attack vector, it does
not undermine OctoWatch’s practical utility: the crawl in-
terval bounds detection delay and increases the operational
cost of abuse by forcing adversaries to rotate accounts and
infrastructure more frequently. Future deployments could fur-

ther mitigate this risk by prioritizing content collection for
high-risk repositories identified using partial feature vectors.

Limitations. Our evaluation considers a set of high-impact
abuse campaigns rather than exhaustively covering all types
of abuse from prior work. While the proposed approach is
designed to generalize to other categories of GitHub abuse,
including supply-chain compromise and leaked secrets, we
do not evaluate these in depth. Extending the methodology
to such settings may require incorporating additional data
sources or altering feature extraction processes, which we
leave to future work. A particularly interesting area of study
would be the combination of these techniques with multi-
file embeddings or static/dynamic code analysis techniques,
which are natural extensions of our framework.

9 Conclusion

This work demonstrates that despite the critical role of OSP
vendors in the Internet ecosystem, there is a gap between fron-
tier ML techniques and their implementation in the security
community’s battle against abuse on these OSPs. This gap is
driven partially by a lack of real-world insight in academic
evaluations of these systems and a small amount of publicly
available ground truth. By combining semantic, relational,
and behavioral features, we show that it is possible to outper-
form baseline models and to quickly and reliably detect new
instances of widespread scam campaigns over an extended 45-
day period. Many of these scam campaigns were absent from
widely used open-source intelligence feeds. Our work led to
the removal of thousands of malicious repositories as part of
our consultations with GitHub’s Trust and Safety team.
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Ethical Considerations

This research impacts three stakeholders: GitHub and its users,
the security community, and researchers.

GitHub and its users: We took numerous steps to minimize
the risk of negative impacts to GitHub and its users during
data collection. Prior to our experiments, we coordinated with
GitHub to establish a point of contact and ensure compliance



with their Acceptable Use Policy, including scraping from a
single system and IP address [13]. We further reduced risk by
limiting our crawling rate to 80% of the empirically observed
threshold (approximately 300,000 files per hour). Disclosure
of our findings to GitHub’s Trust and Safety team resulted
in the takedown of over 4,000 malicious repositories. Taken
together, our precautions and outcomes suggest that our work
provided a net benefit to GitHub and its users.

The security community: Beyond the interactions discussed
in Section 7.4.4, we also shared URL and domain indicators
of compromise (IoCs) derived from our analysis with the
broader security community by submitting them to several
established cyber threat intelligence exchanges (URLHaus
and PhishTank). Although the set of exchanges we reported
to was not exhaustive, they routinely redistribute submitted
IoCs to downstream vendors and platforms, enabling wider
detection and mitigation throughout the threat intelligence
ecosystem [9]. We also disclosed cryptocurrency wallet ad-
dresses associated with confirmed scams to Etherscan, a pub-
lic blockchain intelligence platform, to increase awareness
among investigators, exchanges, and wallet providers. For
cases where we found malware hosted on attacker-owned
websites, we reported the associated domain and URL to
both the appropriate registrar and URLHaus. While criminals
could adapt to our detection methods once this study becomes
public, this limitation is inherent to much of security research
and, in our view, does not outweigh the benefits of disclosure.

Researchers: This study poses minimal risk to the re-
searchers, with the primary hazard arising from accidental ex-
posure to malware from analyzed repositories. We mitigated
this risk by relying on state-of-the-art cloud-based sandboxes
for inspecting suspicious binaries.

Open Science

Our code and datasets are available online (link). This reposi-
tory includes the code used for model training, evaluation, and
analysis. The Shai-Hulud dataset is available upon request to
verified researchers—we omit this dataset from public release
as it includes information about the victims of the Shai-Hulud
attacks.
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A Computing Loss Functions

Let (x;,y;) denote training samples where x; is a repository’s
feature vector and y; is its class label.

We first employ cross-entropy loss to directly supervise
the classification task. Let f(-) denote a classifier that maps
a repository feature vector x; to a vector of logits ¢; € RS,
where C is the number of classes and ¢; . corresponds to class
c. Applying the softmax function yields a predicted class
distribution

Die— exp(¥i.)
o gzl exp(&,d)

The cross-entropy loss for sample (x;,y;) is then defined as

Leg(xi,yi) = —logpiy, = —log 7Cexp(€,,yi)
chzl exp(gi,c’)

This objective encourages the model to assign high probability
to the ground-truth class while penalizing incorrect predic-
tions. The overall loss is computed by averaging Lcg over all
training samples.

In addition to this classification objective, we incorporate a
supervised contrastive loss [21] to structure the representation
space. To compute contrastive loss, we first normalize each
feature vector x; to obtain z;. For each sample belonging to
class ¢, we compare it against all other samples from the same
class (or, in set notation, P\ {z; }, where P contains all samples
of class ¢ and \ is the minus operator). All other samples act
as implicit negative samples.

The contrastive loss for a sample z; is defined as

BT = O
|P\ {Zi}‘ 2peP\{z;} Zza;ézi eXP(Z,TZa/T)

in:

where T > 0 is a temperature hyperparameter that controls the
concentration of the similarity distribution.

The overall supervised contrastive loss is obtained by aver-
aging over all samples in the positive class:
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B Example GitHub Repository

Figure B1 shows an example of a malicious GitHub repository
from the unreported phishing campaign. A few distinctive
characteristics from this campaign can be seen when viewing
the repository in a web browser, such as the Al-generated
README, the large set of keywords in the right column, and
the time since the latest commit. The repository is consistently
updated so that the timestamp of the latest commit remains
within the last few hours.

C Statistical Features

Table C1 includes descriptions of the 40 statistical features
used, indicating the 7 features also seen in prior work. All of
the features are accessible through both the GitHub API and
the publicly available event logs. We rely on the event logs
to collect these features to support online identification of
malicious repositories while limiting the burden on GitHub’s
API endpoints to minimal collection of README contents.
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Figure B1: Example GitHub repository. Exhibits characteristics of a malicious scam campaign directing a user to a malicious
binary. Shown tactics include Al-generated README, keyword stuffing, automatic commits.



Feature Description Event API  Prior Work
Repository Features
first_seen Timestamp of the first event observed v v
stars_received_total Total stars received v v
stars_received_1d Stars received within 1 day of first event v v
stars_received_3d Stars received within 3 days of first event v v
stars_received_14d Stars received within 14 days of first event v v
forks_received_total Total forks received v v
unique_contributors Number of unique actors interacting with repository v v
total_events Total number of events v v
unique_event_types Count of distinct GitHub event types v v
issues_opened Issues opened v v [43]
issues_closed Issues closed v v [43]
pull_requests_opened Pull requests opened v v [43]
pull_requests_merged Pull requests merged v v [43]
comments_received Total issue and PR comments received v v [43]
pushes_received Push events received v v
avg_time_between_events Average time between consecutive events (seconds) v v
days_active Unique days with activity v v
max_stars_received_per_hour = Maximum stars received in a single hour v v
max_forks_received_per_hour ~Maximum forks received in a single hour v v
avg_issue_resolution_time Average time to close issues (seconds) v v [43]
is_fork Whether repository is a fork v v
User Features
first_seen Timestamp of first activity
stars_made_total Total stars given
stars_made_1/3/14d Stars given within 1/3/14 days of first event
pushes_made_total Pushes made
stars_received_total Stars received on repositories created by the actor
unique_logins Distinct actor logins used
total_events Total number of events
unique_repos Number of distinct repositories interacted with
unique_event_types Number of distinct event types
issues_opened Issues opened
pull_requests_opened Pull requests opened [43]

comments_made

forks_made

repos_created
avg_time_between_events
days_active

longest_streak
max_stars_given_per_hour
max_stars_received_per_hour

Comments on issues and PRs

Forks made

Repositories created

Average time between actions (seconds)
Number of distinct active days

Longest streak of consecutive active days
Maximum stars given in a single hour

Maximum stars received on owned repositories in an hour
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Table C1: Repository/User features extracted from GitHub event logs.
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